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ABSTRACT

With the ease of digital image manipulation, image forgery has become a 
common concern. The fast development of commercial image editing 
software's such as Adobe Photoshop dramatically increases the amount of 
doctored photographs circulated every day. First, various image forgery 
detection techniques are classified and then its generalized structure is 
developed. To restore the traditional trustworthiness on digital photos, 
image forensics analyses that can reliably tell the origin, integrity and 
authenticity of a given image are urgently needed. we propose several new 
image forensics tools. These forensics tools help expose common image 
forgeries, especially those easy-to-make forgeries, which can hardly be 
seen directly by human eyes.
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Photo manipulation has 
become more common in the age of 
digital cameras and image editing 
software[1][2]. There are two main 
i n t e r e s t s ,  n a m e l y  s o u r c e  
identification and forgery detection. 
Source identification focuses on 
identifying the source digital 
devices (cameras, mobile phones, 
camcorders, etc) using the media 
produced by them, while forgery 
detection attempts to discover 
evidence of tampering by assessing 
the authenticity of the digital media 
(audio clips, video clips, images, 
etc)[1][2]. The tabloid magazines to 
the fashion industry and in 
mainstream media out lets ,  
scientific journals, political 
campaigns, courtrooms, and the 
photo hoaxes that land in our e-
m a i l  i n - b o x e s ,  d o c t o r e d  
photographs are appearing with a 
g r o w i n g  f r e q u e n c y  a n d  
sophistication. Over the past five 
years, the field of digital forensics 
has emerged to help restore some 
trust to digital images. Digital 
watermarking has been proposed 
as a means by which an image can 

be authenticated[3][4]. Forensic 
tools that help establish the origin 
and authenticity of such digital 
images are essential to a forensic 
examiner[5, 6]. Identi?cation of 
forged regions can prove to be vital 
when digital images are presented 
in court as evidence or scanned 
checks are used in banks. In this 
paper, I review several techniques 
and methods of image  forgery 
d e t e c t i o n  a n d  s o u r c e  
Identi?cation[2].  The past few 
years have seen a growth of 
research on passive digital image 
forgery detection which can be 
categorized at three levels (similar 
to those mentioned in [5]):

1.Low Level. Methods at this level 
use statistical characteristics of 
digital image pixels or DCT 
coe f f i c i en ts .  For  example ,  
demosaicing or gamma correction 
during the image  cquiring process 
will bring consistent correlations of 
adjacent pixels, whereas tampering 
will break up this consistency. 
Invest igat ing  double  JPEG 
compression for  tampering 
detection is an  example of using 
statistical characteristics of DCT 
coefficients. Using a model of 
authentic images which tampered 
images do not satisfy for forgery 
detection also belongs to this level. 
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In short, no semantic information is 
employed at this level.

2.MiddleLevel. At this level,we detect the 
trace of forgery operation which has some 
simple semantic information, like 
splicing1 caused sharp edges, blur 
o p e r a t i o n  a f t e r  s p l i c i n g  a n d  
inconsistencies of lighting direction, etc.
 
3.High Level. i.e., semantic level. 
Actually, it is very hard for computer to 
use semantic information to do forgery 
detection because the aim of forgery is 
changing the meaning of image content it 
originally conveyed. But, sometimes it 
still works. For example, it does not make 
sense to have an image in which George 
W. Bush is shaking hands with Osama 
bin Laden.

As we know, at least in recent 
years, computers still have difficulties in 
high level image analysis. Nevertheless, 
they can be helpful in middle level and 
low level analysis. Actually, they are 
better than human at these two levels [5].

To detect image tampering, we 
should know about image tampering 
operation itself first. In [8], the author 
divided digital forgery operation into six 
different categories: compositing, 
morphing, re-touching, enhancing, 
computer generating and painting. In 
fact, almost all state-of-the-art tampering 
detection technique aims at compositing 
operation. With powerful image editing 
tool (e.g. Photoshop or lazy snapping [7]), 
compositing tampered images is much 
easier and can result in much more 
realistic images. It always involves the 
selection, transformation, composition of 
the image fragments and the retouching 
of the final image [8].

Here, we want to emphasize that a 
tampered image means part of the 
content of a real image is altered. This 
concept does not include those wholly 
synthesized images, e.g. images  
completely rendered by computer 
graphics or by texture synthesis. In other 
words, an image is tampered implies that 
it must contain two parts: the authentic 
part and the tampered part [9].  

J u s t  l i k e  t h e  r o l e s  o f  
steganography and steganalysis, 

IMAGE TAMPERING

Low Level Digital Image Forgery 
Detection

tampering creators and  detectors are 
opponents. Since it is not hard to use 
digital image edit tool to make a 
sophisticated tampered image, which 
means less trace of tampering operation 
can be seen from content of the tampered 
image, many tempering detection 
algorithms have to focus on imaging 
p rocess  and  image  s ta t i s t i ca l  
characteristics.

As we know, some image 
tampering operation will leave some 
semantic cues that can be used for us to 
detect forgery, such as splicing caused 
edges which are sharper and less smooth 
than other original edges in image. And 
sometimes there are inconsistencies of 
lighting direction in the composited 
image. 

There is a growing need for digital 
image forgery  detect ion.  Many 
techniques, some of which were 
introduced in this paper, have been 
proposed to address various aspects of 
digital image forgery detection. We can 
find that most proposed forgery detection 
methods aim at detecting inconsistencies 
in an image, and the majority of them 
belong to the low level category. Although 
many of these techniques are very 
promising and innovative, they have 
limitations and none of them by itself 
offers a definitive solution [10].

Therefore, we can hope that as 
more detection tools(source) are 
developed it will become increasingly 
more difficult to create convincing forgery 
digital images. Besides, as the suit of 
detection tools expands we believe that it 
will become increasingly harder to target 
attack each of the detection schemes [7]. 
However, there are several issues 
requiring attention when we want to 
propose new approaches.
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